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O KoOMNaHuu —

T ‘ RuDesktop
i Poccunckas paspabortka

*

KomnaHusa cosnaHa B Ha nyTy K nony4yeHuio
Cunbupu PCTIK

%’&?ﬁ n‘yn
@ :
Poccunckue BktoyeHbl B AKKpegnToBaHO
MATEHTDI PocpeecTp NO MuHLMcppbI
Arusssorr gl AP, IESMF  Pwmoe L F
Ha 2025 roga;:
1000 000+ 150 OO0+
3arpysok E>keAHEBHO OHIAMH
600+ 25+ ’
Kopn. npoekToB Otpacneun busHeca

HoBble KOpNopATUBHbIE
KnAueHTbl RuDesktop

4q 1Q 2Q 3Q 40 1Q 20 3Q 40

s HoBble KOPMOPATUBHbLIE KNMeHTsl RuDesktop (kon-go)
ese DOKCMNOHeHUMANbHAA (HoBble KOPNOPATUBHBIE KNMeHTLl RuDesktop)



Kakue 3040um pewaet [

+ OpraHuaauusi 6esonacHoro yaseHHoro 4ocTtyna

+ ABTOMATU3ALMA Q4MUHUCTPUPOBAHUA VT VIHAOPACTPYKTYpPbI
+ OpraHv3aums yaoieHHOM MHTEePAKTUBHOM TeX. MoAAEePIKKU
+ MmnoprosameleHue

+ Maccosas yctaHoska OC n Mo

KTo ncnonbayet @

o ' o
] s -
TexHuueckas CucteMHble CneuuanucTbl No PykosoauTens
noaaepxka aAMUHUCTPATOPbI WHPOPMALMOHHON uT
a 0 6e3onacHocTu e 9

Ona Koro Hawle peweHue

—a

PaHee y><e Nosib30BANNCH
QHAMOMMYHBIMU PELLUEHNAMMN
30py6e>kHbIX BEHA0POB

McnonbayeTte pasnnyHblie
OMepaLMOHHbIE CUCTEMbI HO
KOHEUHbIX YCTPOWNCTBAX

%F
MPUCYTCTBYIOT OHIANH KACCHI U
TCA (TepMUHANbI U MpoYas

MHPpACTPYKTYpa Ha OC
Android)

fi

MpenocTaBnseTe COTPYAHUKAM
BO3MO>XHOCTb paboTATb yAAIEHHO
HO YCTPOMUCTBOX KOMMOHUN

®
-

Ha ogHoro coTtpygHuka UT-
oTaena npuxoautcsa 6onee 50
06CNy>KMBAEMbIX YCTPOWCTB

[A)

——
oux

B nouckax pelweHna gnsa
aBTOMATU3ALMN
AOMUHNCTPUPOBAHUA UT-
VHCOPACTPYKTYPbI U MUTPALUN HA
oTeyecTBeHHbIe OC



Cxema RuDesktop

Pull-mopens Push-Mopens

© Astra Linux
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@ Debian/Ubuntu 4
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An sible rpadbuueckas

obonoukalweb-cepeep

CucteMHble TpeboBaHus s
cepBepac Y/

MUHMMMANIbHbIE

@ Mpoueccop (CPU):1a4po

O OnepaTtmeHasa namatb (RAM): 2 b

O MecTO HA XXecTKoM aucke: 20 'b ceobogHoro mecrta

O CeTeBoe nogknouyeHue: 1 Moumt/c HO o4HO NoaK/tYeHne

CucTteMHble Tpe6oBaHusA ONs
cepBepa c Y/ n UEM

Mpumep TpeboBaHum Ha 2000 APM

& Mpoueccop (CPU): 8 saep

$ OnepaTtuBHasa NnamsATb (RAM): 16 I'6 1AM Bbile

@ MecTo Ha >XXecTkoM aucke: 100 6 cBobo4HOro MecTd u
MecTo aNns 06pasoB OC M YCTAHOBOYHbIX MOKETOB

& CeTeBoe nogknoyeHue: 1 Fout/c

e ey S st



JiuueH3suposaHue RuDesktop

FopoBas BeccpoyHas

RuDesktop RuDesktop UEM

YAG/IeHHbIW f0CTYN

% B i

-
MoaxnoueHUs Cepsep YetpoicTeo Cepsep
No6As UCXOLALLAS KOMMbloTep 1Unm OBTOMATM3MPOBAHHOE KOMMbIOTEp Nn
BUPTYaQ bHAS MALUMHA, paboyee MecTo, cepaep BUPTYQNbHAA MALLWHA,
nggr;néﬂ:gg:izio obecneynBatoLLLan obecneunsatoLas
. paboTy MHGPPACTPYKTYPbI paboTy MHOPPACTRYKTYpPbI
CAHGW JINLISH3HI RuDesktop RuDesktop
CpasHeHue npoaykToB RuDesktop YA O6naxo/Cepsep/ UEM

HeorpaHuyeHHOEe KO/IMYECTBO YNpABASeMbIX YCTPOUCTB
3awumweHHoe coeaguHeHne HTTPS (443 nopT, TLS npoTtokon)
MNepeaaya ¢painIoB U KOMAHAHAA CTPOKA

AppecHasl KHUra U UCTOPUS NOAKNIOUYEHUIA

BpeMeHHbI U NOCTOSHHbIA NApo/b

XpaHeHue AAHHbIX HO CBOEM cepBepe

Bo3MOXHOCTb paboTbl B 30KPbLITOM NepuMeTpe
WuTerpauus c AD, LDAP

YnpasneHue NpasamMm U ponsiMM HA OCHOBAHUK rpynn AD
MHBeHTapu3auua o6opyaosaHus u Mo

MaccoBas ycTaHoBKa, o6HoBneHue Mo

MaccoBas yctaHoBka OC

YaaneHHoe BbiNoJIHeHUWe KOMAaHA, U CKPUNTOB
HanucaHue cobcTBeHHbIX Nnenbykos Ansible

Mara3auH npunoxeuuﬁ



RuDesktop YaaneHHbIn gocTtyn

RuDesktop Y[ - YyHMBeEpCaNbHOE KPOCCMAATAOPMEHHOE peLlleHve,
pa3paboTaHHoe A9 9PdPEKTUBHOIO M  HE30MACHOro  YrnpaBAeHUs
yOANeHHbIMU ycTpoucTBaMn. RuDesktop Y[ npemoCTOBNSET LUMPOKAN
HaGop  dOYHKUMA  4ON9  yOO/EHHOro  AOCTyrnd, 4YTo  Mo3BojdeT
AOAMVHUCTPATOPAM  JIEFKO  KOHTPOAMPOBATb WM MNOAAEPXMBATb
YCTPOMCTBA. MoxeT paboTatb KaK B 06s10ke, TAK U B 30KPbITOM
nepuMeTpe KOMMOHUN.

OO0 «[lNepepnoBble TexHoOrMN» NHH 9703094665

Poccumrcknin mateHT nog N22023661713. MpoAyKT BK/OYEH B e4UHbIN peecTp
Poccumckoro MO N215913

KoMnaHma akkpeanToBaHa MUHUCTEPCTBOM LIUCPPOBOrO PA3BUTUSA

Ha 3aMeHy MHOCTPAHHDbIM peLleHnsaSM

9> AnyDesk E—»] TeamViewer solarwinds

dameware’

AnyDesk TeamViewer DameWare

CepTtudomkaTbli COBMECTUMOCTH

]

- b p
ASTRA LINUX =;EE'£]|OC aﬁ:?& Jatoba @ o;aa

Astra Linux PenOC Base Alt CYB/M «Jatoba» ROSA OC OCHoBa

OTeyecTBEHHbIe peweHunsa c 6n1nM3kum CbYHKU,VIOHO.ﬂOM

@accuerert  [@Radmin®  PRO32 RMS rosmyprocn [\

ACCUCTEHT Radmin Viewer PRO32 Connect RMS Y oaneHHbIn ocTyn KoHTyp.OocTyn Litemanager



RuDesktop

YAdNEeHHbIX aocTyn

BO3MO)>XHOCTM cepBepa:

© XpaoHeHWe OaHHbIX HO CBOEM cepBepe

© PaboTa B 30KPbLITOM MepumMeTpe

© WHTerpauusa c AD, LDAP

© WHTerpauusa c SIEM

© YnpaeseHune npaBaMn U PONgIMKU HAQ OCHOBAHWW rpynn AD

© lVicTopusi Ceccul ¢ YKasaHWeM AdTbl, BpeMeHU 1 o6beMa
nepenoHHbIX doarios

© KoHTpOsib Mosib30oBATENEN

© VMHBeHTapM3aumna obopyaosaHua v MO

© PacnpocTpaHeHre 1 OBTOOBHOB/IeHME MPUIOXEHWS HA

linux ycTporcTaax

OcCHOBHbIEe NpeuMyLLecTBa
RuDesktop Y AaneHHbIn LOCTYn

KpoccnnardoopmeHHoe peleHune - paboTaeT HEe3ABUCUMO OT
Bbibopa OC, YAPOCTUT npouecc Murpaumm wn OOMnosSIHUT
BCTPOEHHbIN B poccurckmne OC doyHKLMOHAN.

OTe4YyeCcTBEHHbIA MNPOAYKT C  OMNEPATVBHOW  TEXHNYECKOW
noAnep>XKon 1 agantTaumen non N3MeHsLWMNCS PbIHOK.

KnMeHT B LEHTpe BHMMOHUA - MPOAYKT PO3BUBOETCHA B
COOTBETCTBMM C 3AMNPOCAMN 30KA3YMKOB. PACLUMPEHHbBIN Nepunog,
TECTUPOBAHWSA N MOMOLLb BO BHE 4PEHNN.

Nlerkoe mMacwTabupoBaHne MPY  MUHUMONbHBIX  CUCTEMHbIX
TpeboBaHUAX 6/1Aro40pPa APXUTEKTYPE PeLLUEHUS.

Be30MnacHOCTb CUCTEMBI - LUINADPOBAHME, YNPABEHWE MPABOMU U
ponamu, ABYXJOOKTOPHOS aBTOPU3ALNS, noaaep>kka
cepTMdonkaToB  6€e30MacHOCTU,  /IOTMPOBAHME  OEWNCTBUN,
nHTEerpaumsa ¢ SIEM cuctemamu.



RuDesktop UEM

RuDesktop UEM - 3T0 MHOrodoyHKUVOHAIbHOE KPOCCM/IATOPMEHHOE

pelleHne, npeLHA3HAYEHHOE ans ynpaBAeHus KOHEYHbIMU
YCTPOWCTBOMW, WX WHBEHTAPU3aUUK, obHoBNeHus MO 1 yadneHHOro
[ocTyna. oToT NHCTPYMEHT crnocobcTeyeT YMPOLLLEHMIO

AAMUHUCTPUPOBAHUS 1 TEXHNYECKOro OB6CNY>XMBAHUS MAPKA YCTPOUCTB,
yBeNnMumBasa oo dPekTUBHOCTb 1 6€30MAacCHOCTb UT-NHAPPACTPYKTYPbI.

OO0 «[lNepepnoBble TexHoNOrMnN» MHH 9703094665

Poccunckmin nateHT nog N22022667530. MpoayKT BK/OYEH B €4MHbIM pPeecTp
Poccuickoro MO N219573

KoMnaHma akkpeanToBOHA MUHUCTEPCTBOM LIMGOPOBOIro PA3BUTUSA

Ha 3amMeHy MHOCTPAHHbIM peLUeHUsM

e Ivanti  PAOENE)

Microsoft System Center Ivanti Neurons for UEM Zoho UEM HCL BigFix

BIGFIX

CepTVleVIKC.ITbI cCOBMEeCTUMOCTHU

" oo base \ —
S By
ASTRA LINUX mpEqoC  alt g Jatoba @ Bl

Astra Linux PepnOC Base Alt CYB/L «Jatoba» ROSA OC OCHoBa

OTeuyecTBEeHHbIe pelleHns ¢ 6nM3KMM PyHKLUOHAIOM

%
mm
3oa0Mak mnms%m o Atom.Topt ®ALD" VN alté

3o041aK ANTUOM Konnbpun Apm AToMm.MopT ALD PRO PenAOM AnbT JoMeH



RUDESKTOP 06
UEM 04

YcraHoBka,
yaanexue n
o6HoBneHue MO Ha
ycTpoicTBax unm
rpynnax ycTpoucTs

YpaaneHHoe
BbiNoNHeHne

CKpUNTOB 1
01 KOMaHA,
MoHUTOpUHr noroe MO Ha
YAGNEHHOM yCcTponcTBe

02 05 07

WHBeHTapusauus YaaneHnHas
o6opyaosaHus u Mo, AsTOMATMYECKOE { YCTQHOBKA U
OTYETHOCTb U MOHUTOPUHT O6HOB/IEHME KNIMEHTa ' « NepeycTaHoBKa
Kpaxku o6opyaoBaHus RuDesktop ocC

YAaneHHbIn O 8

aoctyn n UEM -
2 npoAyKTa B
YAQNEeHHbIN KoMnbloTep OAHOM peleHnn

MarasuH Npuao>KeHui

o 3 3arpy3aka ¢paiinos Ha

OCHoOBHbIe NpeuMyLLecTBd
RuDesktop UEM

EavHOe pelieHne ong YOO/1EHHOIrO [oCTyna n
LEHTPA/IM3OBAHHOIO YNPABAEHNS PABOUYMMM YCTPONCTBAMN.

KpoccnnatrdpopMeHHoe pelleHue - paboTaeT He3aBUCUMO OT
Boibopa OC,  YyNpOCTUT MPOLECC MUrpaumMm W OOMNOSHAUT
BCTPOEHHbIN B poccumnckmne OC doyHKLMOHAN.

OTe4yeCcTBEHHbIA MPOAYKT C  OMNEPATUBHOW  TEXHNYECKOW
noanep>XKom 1 aoantTaumen non N3MeHsWMNCS PbIHOK.

KAMEeHT B UEeHTpe BHUMOHMA - MPOAYKT [PO3BMBAETCA B
COOTBETCTBMM C 3AMNPOCAMN 30KA34YMKOB. PACLUMPEHHbBIN Nepunos,
TECTUPOBAHKS N MOMOLLb BO BHEOPEHNN.

Nlerkoe mMacwTabupoBaHMe MPU  MUHUMASIbHBIX  CUCTEMHbIX
TpeboBaHUAX 61Aroaaps APXUTEKTYPE peLLeHus.

Be3onacHoCcTb CUCTEMBI - LUNAOPOBAHME, YNPABAEHVE MPABAMA U
ponamu, ABYXJOOKTOPHAOSA ABTOPU3ALNS, noaaep>kKa
ceptmconukaToB  6€30MacHOCTU,  JIOTUPOBAHME  OEVCTBUN,
nHTEerpauma c SIEM cuctemamu.






Be3onacHOCTb
CUCTEMBbI
RuDesktop

Bo BHelwwHeM u
BHYTPeHHEeM KOHTYpe

AByxdoakTopHas
ayTeHTucomkaums

Moonep>xumBaeTca 2FA-aBTopU3ALMA MO
3M1EeKTPOHHOM rouTte, Telegram mnnm SMS-
coobuieHnto  ona Bxood B Beb-
NHTepdoenc onepaTopa U KJUEHTCKYHO
nporpammy.

XpaHeHve AaHHbIX Ha
cob6cTBEeHHOM cepBepe

Mpwn PO3BEPTLIBAHUN on-premise
peleHns aAMUHUCTPATOP CUCTEMbI
MOSIHOCTbIO KOHTPONIMPYET BCE YPOBHU
[OCTyna M BCE /IOTM CUCTEMbI, O TAKXE
MOXET B /06O MOMEHT OFPAHUYUTL
nobble A4ENCTBUS B CUCTEME U €€ paboTy.

PoneBas moaesnb
npas gocrtyna

MOXHO HACTPOUTb HECKO/IbKO  TUMOB
MoOSIb30OBATENIEN CUCTEMbI, HAOE/EHHbIX
PO3/INMUYHBIMA YPOBHSAMW OOCTYMNd K Beb-
NHTepdoelicy " YNpPaBAEHNIO
NPUIOXEHNEM. MOXHO TMOKO HACTPOUTD,
KOMY M YTO MOXXHO [Oe/1dTb B CUCTEME U
C cUCTEMOMN.

3awmieHHbIA
nporokon

Mcnonb3yloTcs MPOTOKOSbl LUMAOPOBAHUS
TLS 1.3 ¢ anropnUtMaMm LWINAPPOBAHUA AES-
256 ANns 30WMUTbl COEAUHEHUN MeXay
KIMEHTOM 1 cepBepoM. MNoaaepXxmBaeTca
paboTa CO CTOPOHHUMU CEPTUCPUKATAMU
KOMMOHWW 415 obecrneyeHus nydllen
COBMECTMMOCTM  C  KOPMNOPOATUBHbIMU
cuctemaMuy, obecneumBaloWyiMU  3ALLUTY
nHdbopMaLMn  (HaMpUMepP,  AHTUBUPYC,
DLP, UTM).

RUST

cnonb3oBaHWE
COBpPEMEHHOro
3ALLMLLEHHOrO A3bIKA
NPOrpamMMMpOBAHWA OS5
KPUTUYECKM BAXKHbIX
yacTeur npoaykTa

RuDesktop




MoaAaep>XKa BbIrpy3Ku
B SIEM 3HOUUMMBbIX
cob6bITUM cUCTEMbDI

RuDesktop nossongdet HACTPOUTDb
BbIFPY3Ky  COObBITUA, CBA3CHHbLIX C
paboTon OOMVHNCTPATOPOB nnn

nonb3oBaTtenen, nAMb6o NIMEHeHneMm
napaMeTpoB cucTeMbl B SIEM-cuctemy
yepes yaaEHHbIN r-syslog cepaep.

LLeHTPa/IM30BAHHbIN
c6bopLuuk noros

C noMoLlblo NOAUTUKKN «CHOp Noros»
MOXHO KOHTPOJIMPOBATL U3MEHEeHWe
doanna  nora awboro MO Ha
YAOAEHHbIX YCTPOWCTBOX "
MPOCMATPUBOTL BCE W3MEHEHUs1 Ha
cepsepe.

Fpach noaknoueHUn

C rMoMOoLWbIO BCTPOEHHOro rpadcha
RuDesktop MO>XHO OTCNeXMBATb, KTO K
KOMy UK C KOKOro YCTPOMNCTBO
MOAKJIIOYO/ICHA B PAMKOX NeprmeTpa.

TLS 1.3+

MoCcTOSAHHBIN MU BPEMEHHbIN
naposib + MacTep-naposib ANs
cepBepHOM Bepcum

Cu1CTeMa MO3BOJISIET UCMO/Ib30BATL KOK O4HOPA30BbIN
naposb 408 YyOONeHHOro AOoCTynd, TAaK W 3040Tb
MOCTOSIHHBIV MAPO/b ANS OAMUHUCTPUPOBAHMS MAPKA
APM. MacTep-napoab ncnosb3dyeTtca ANa UCMNOSHEHUA
MOSINTUK HA KOHTposnpyembix APM, a TakXe ero
MO>KHO MCMOMIb30OBATb AJIA CKPbITOrO MOAKMNOYEHUNS C
LLe/IblO KOHTPONS pabOTbl COTPYOHMKOB.

YépHbin/6enbin

CNMNCOoK

C mnoMmoLplo 4YEpHOro K 6enoro CrMckoB MO>XXHO
PO3rpaHMUYMBATL  OOCTYN K  cepBepy foboro

MONb30OBATENA MO OMNPeAenE€HHbIM Kputepuam: [P-
agpec, agpec CeTw, YHUKOMbHbIM KOA YCTPOWCTBA,
VMS MOJIb30BATESNA, HOMMEHOBOHME XOCTA.

NMoaAnTnKM No ynpassieHuio
JIOKA/IbHbIMM Fpynnamm

C nNOMOLWbIO BCTPOEHHbIX MOoAnUTUK RuDesktop
MO>KHO CO3/40BATb NnokasibHble rpynbl,
[,060BNSATb/y40NSTb JIOKA/IBHOIO MOJIb30BATENS U3
rpynmbl - 1AM 610KMPOBATL/YAOATb  TOKASIbHOMO
MoJIb30BATESIA.
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Kewucobl knneHtoB RuDesktop

PermoHasnbHasA
KOMMYHOJIbHAA cucrtema

300 YA

YCTpOMCTB Ha Cepsep
Poccumnckux OC

3aaava: PeweHne:

Texnonaep>XKa onepaTmBHO
pelaeT BONPOChI MO
mMnopTo3ameLleHuio MO, ocoboe
BHUMOHMWE yaenseTcsa nepenaye
doannoB Mexay yCTPOMUCTBAMMU

Heobxoanmo nepentn Ha
poccumnckoe MO, nepesBenu Napk
04HOro onINana Ha TP PA3HbIe
poccumnckme OC, noabupanu No
A9 TEXHNYECKOW noaaep>kkn. Bo
BPEMSs SKCMNyaTALMM XOTAT

onpenenutbes ¢ OC AN18 BCero Mapk yeTpouncTs:

XONIAVHIa " [ | | base
ASTRA LINUX EPEJOC alt é
Astra Linux PenocC Base Alt

douyepHaa opraHu3auus
PocrngpomeTta

1000 YA

YCTpoOMnCTB B CepBep

napke
3040040 PelleHne:
Heobxoamm 6bin Y, ¢ yCTAHOBKOWM PaboTa Y[ NoAHOCTbIO YCTPOWA,
cepsepa y cebs, Ha 10 yesioBek cTabunbHoe coeayHeHne ¢ RedOs,
TEXHMYECKOW NoaaepP>KKU, C HeT obpbiBa ceccun. Boibpasv no
BO3MO>XHOCTbIO MOAK/OUATbCH KAK CTABUIbHOCTY COEAMHEHVA U LieHe.

BHYTpPW ceTu 6e3 MHTepHeTda, TaK U
BO BHe. CepBep cTouT B MOCKBE,

YCTPOWCTBA MO BCEW CTPAHE, B TOM MapK ycTponcTs:

yncne Ha Android. OpraHM3oBATb * 1

YOONIEHHYIO PABOTY TEXHUYECKOWM (astealnux)  mPEfOC
I'IO,EI,,EI,erKM. Astra Linux PenoC Android



Keucbl knneHtoB RuDesktop

doyepHasa opraHu3auus

Fasnpoma
5120 UEM
YCTpPOMCTB Ha Cepsep

Poccumnckux OC

3aaava: PeweHne:

EOVHBIM LLeHTP YNPOBAEHUS
pabourM NAPKOM C PYHKLMSAMMU
MOCCOBOW YCTOHOBKM U
obHoBIeHUSA MO, HOCTPOEHbI MOCTbI
AN 6bICTpor PABOTbI NOUTUK B

Y OONIEHHBIX OCOUCOX

YnpaoBneHve reopacrnpeneneHHomn
NHJOPACTPYKTYPOM B CBA3MK C
nepexogoM ¢ Windows Ha RedOS

MapK yCTPOUCTB:

oo
EPE/OC
PenoOC
[oyepHada opraHu3auus
rasnpoma
YCTpoOMnCTB B Cepsep
napke
3040040 PelleHne:
3amMeHuTb Radmin Mepelwv BbICTPO C NpeablayLero
OMepaTVIBHO CEPBEPHbBIM peLleHns, HoA4e>XHble U BbiCTpble
MPOAYKTOM, KOTOPbI MOXET coeauHeHNs

OT/IMYHO PABOTATb HA Linux-
cucTeMax 1 obnaaceT poieBown

MOLEBo MapK yCTPOUCTB:

[
EWPE/IOC

PenOC



KOHTAKTbI

OoTaen npoaax Otaen no pa6ote ¢
. sales@rudesktop.ru napTHepamm

X 8 (800) 500-68-57 Q. partner@rudesktop.ru
4 8 (800) 500-68-57
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